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information exists, they should not be 
permitted to perform the transaction. 

The ability to account transparently for  
natural resource revenues provides a very  
clear indication of governance standards  
and the level of corruption in a country. This 
recognition needs to be incorporated into the 
way banks make their own decisions about 
where to do business. The IMF’s Guide to 
Resource Revenue Transparency is a useful 
– albeit voluntary – benchmarking of 
standards for transparency of revenues from 
natural resources as well as transparency of 
bidding, licensing and contract procedures , 
which the IMF should consider incorporating 
as a mandatory standard for assessment into 
its Article IV Consultations and Reports on 
Observance of Standards and Codes.407  
Where international financial institutions  
have expressed concerns about a country’s 
failure to account for its natural resource 
revenues, FATF should issue clear guidance 
and warnings to banks. 

10. Banks should be required to publish 
details of loans they make to sovereign 
governments or state owned companies 
(including fees and charges), as well as 
central bank accounts that they hold for 
other countries so that the populations  
of those countries know how much money 
their government is borrowing in their 
name, and where their nation’s wealth 
is being held. Proposed loans should be 

published in a timely fashion so that 
the parliament of the recipient country 
has an opportunity to scrutinise the 
deal. Banks should also be required to 
transparently verify use of the loans 
they make to governments and state-
owned companies, and when they 
loan to state-owned companies that 
do not publish independently audited 
accounts, should be required to report 
publicly to their shareholders on how 
they have made their risk assessments. 

The general principle of transparency has 
been accepted, if by no means uniformly 
adopted in the natural resource sector with 
the Extractive Industries Transparency 
Initiative (EITI), and international financial 
institutions in some instances refusing to lend 
unless there is transparency over natural 
resource payments and budgets. Commercial 
banks should increase their transparency, 
and this should take the form of providing 
information about loans made to sovereign 
governments or state owned companies, 
as well as information about central bank 
accounts they hold for other countries. 

Because many loan contracts currently  
include legally enforceable confidentiality 
clauses, the only way for transparency over 
loans to happen would be for governments 
to require banks to do it, with the details 
published in an open registry held by the 
IMF. (The IMF, World Bank and other 
multilateral lenders should also be subject 
to the same reporting requirements.) 
The same registry should also hold 
details of all official country lending. 

11. Banks should be required to develop 
procedures to recognise and avoid the 
proceeds of natural resources that are 
fuelling conflict, regardless of whether 
official sanctions have yet been applied.
There are certain commodities which are 
inherently at risk of being used to fund 
conflict, such as timber, diamonds, coltan, 
and oil. However, there are currently no rules 
in place covering transactions of this type 
treating them as high risk in the way that 
PEP transactions are treated as high risk.  
Too often sanctions are not applied for political 
reasons, so it entirely ineffective for banks to 
wait to act until sanctions have been imposed.

Such procedures would not only help banks 
to implement their existing anti-money 
laundering obligations, but would also enable 

Barclays sign, Kenya. 
Banks need to be 
careful who they  
take money from. 
Credit: Global Witness
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them to get ahead of the game with their 
human rights commitments, an arena in 
which voluntary standards are currently 
being developed and expanded by John 
Ruggie, the UN Special Representative on 
business and human rights, and which may 
ultimately result in hard regulation. FATF 
should assist this process by undertaking 
a ‘typologies’ exercise (its name for the 
studies into particular money laundering 
vulnerabilities that it produces) for conflict 
resources, with a view to issuing guidance 
and, if necessary, a new recommendation. 

C. Recommendations relating 
to particular cases
12. The IMF should find out and disclose 
the names of the commercial banks 
that are holding Equatorial Guinea’s oil 
revenues and ensure that there is proper 
oversight of the funds held in them.

13. The French government should reopen 
the investigation into the French assets 
of foreign rulers that could not have been 
purchased with their official salaries.

If banks cannot  
be sure they really 
know their customer, 
they should not  
take the money. 
Credit: Roy 
McMahon/Corbis

14. Hong Kong should regulate trust 
and company service providers to 
ensure that they comply with the anti-
money laundering regulations, and 
should make it a legal requirement to 
perform customer due diligence.

15. The Anguillan authorities should 
investigate the role of Orient Investments 
and Pacific Investments in setting up a 
corporate structure for Denis Christel 
Sassou Nguesso, if they have not done so 
already, and ensure that their officers pass 
an appropriate fit and proper person test to 
hold a corporate service provider licence.

16. The UK should take responsibility for 
ensuring that its Overseas Territories do not 
provide services that facilitate corruption.

17. Deutsche Bank should explain how 
its membership of the Global Compact 
was consistent with a relationship 
with Niyazov’s Turkmenistan.



AML 
Anti-money laundering: a term usually used  
in the context of the regulatory regime designed 
to prevent and detect money laundering.

Article IV consultation 
Annual review of a country’s economy 
and governance performed by the 
IMF on all of its members. 

Arbritrage 
Arbitrage is the practice of taking 
advantage of different regulatory regimes 
to reduce costs and legal responsibilities.

Compliance 
The functions and mechanisms in a 
financial institution that are responsible 
of ensuring that the institution meets 
its legal and regulatory obligations.

Correspondent banking 
A correspondent bank is one which holds  
an account for another bank, allowing the 
second bank to provide services to its  
customers in a country in which it does not 
itself has a presence.

Corruption Perceptions Index 
An annual ranking of the world’s most corrupt 
countries published by the NGO Transparency 
International. It measures perceptions of 
corruption by ‘expert and business surveys.’ 
While a useful indication of the amount 
of corruption in its traditionally perceived 
form, ie bribery, it does not systematically 
measure countries’ contributions to 
corruption through lack of transparency 
and insufficient anti-money laundering 

provisions in their financial sectors.

CFT 
Combating the financing of terrorism:  
a term usually used in the context of the 
regulatory regime designed to prevent and 
detect the transmission of funds intended 
to be used for terrorist activities.

Due diligence 
In the context of the anti-money laundering 
regulations, the research a financial 
institution is required to do into the identity 
of their customer and their source fo funds. 

EBRD 
European Bank for Reconstruction 
and Development.

EITI 
Extractive Industries Transparency Initiative, 
a multi-stakeholder coalition of governments, 
companies, civil society, investors and 
international institutions that sets a standard 
for governments to publish resource revenues 
and companies to publish resource payments.

Equator Principles 
A voluntary initiative setting environmental 
and social standards for project financing, to 
which more than 60 banks have signed up.

FATF 
Financial Action Task Force: an 
intergovernmental organisation that sets 
and monitors implementation of global anti-
money laundering standards. The standard 
is embodied in the 40+9 Recommendations, 
which were last updated in 2003.

GLOSSARY
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FSRB 
FATF-style Regional Body. There are 9 
of these regional organisations working 
towards implementation of the FATF 40+9 
Recommendations among their members.

IMF 
International Monetary Fund.

Kleptocracy 
Literally, ‘rule by thieves’; a style of 
governance characterised by high level 
corruption and looting of state funds.

KYC 
Know your customer: one of the cornerstones 
of the anti-money regulations is the 
requirement to ‘know your customer’ by 
verifying their identify and source of funds.

LIBOR 
The London Inter-Bank Offered Rate is the 
most widely used benchmark for the rate 
at which banks lend money to each other. 

Legal arrangement 
In the context of the anti money laundering 
regulations, a legal structure such as a trust. 

Legal person 
An entity which is seen by the law as having 
a legal personality separate from the natural 
individuals who make it up, such as a company 
or association.

Money laundering 
The process by which the proceeds of crime 
are disguised so that they can be used by 
the criminal without detection. There are 
usually three stages: placement, where the 
money is moved into the financial system; 
layering, where it is moved around through 
a series of financial transactions to break 
associations with its origins and make it 
harder to trace, and integration, where 
it is used again by the criminal once its 
origins and form have been disguised.

Natural person 
The legal term for a real person, as opposed  
to an entity (such as an organisation or 
company) which in the eyes of the law could 
be treated separately from the real person or 
people behind it.

OECD 
Organisation for Economic Cooperation 
and Development: a grouping of the 
world’s 30 richest economies.

Offshore financial centre 
A community of bankers, accountants, lawyers 
and trust companies based in a secrecy 
jurisdiction that sell financial services to those 
non-residents wishing to take advantage of 
the regulatory structure and secrecy offered 
by that jurisdiction (see secrecy jurisdiction).

PEP 
Politically Exposed Person: a public official, 
who by dint of their position could potentially 
have opportunities to appropriate public funds 
or take bribes; or their family members of 
close associates. The anti-money laundering 
regulations require that bank accounts 
belonging to PEPs or companies controlled  
by them should be subjected to extra scrutiny.

Predicate offence 
The criminal offence which created the 
proceeds of crime which are being laundered.

Private banking 
The provision of banking services to wealthy 
individuals and families.

Project finance 
A form of financing in which the loan is 
repaid from the cash flow of the project 
that is being financed and is secured 
against the project’s assets; often used 
for infrastructure development.

PWYP 
Publish What You Pay: a civil society coalition 
of over 300 NGOs worldwide, of which Global 
Witness was a founder member, calling for 
the mandatory disclosure of payments made 
by oil, gas and mining companies to all 
governments for the extraction of natural 
resources. The coalition also calls on resource-
rich developing country governments to 
publish full details on resource revenues.

Resource curse 
The phenomenon by which natural resource 
wealth results in poor standards of human 
development, bad governance, increased 
corruption and sometimes conflict.

ROSC 
Report on Observance of Standards and 
Codes: detailed assessments carried out by 
the IMF and World Bank into a jurisdiction’s 
compliance with various standards for 
financial supervision, including fiscal 
transparency, banking supervision and 
anti-money laundering policies. ROSCs 
are voluntary. The ROSCs on anti-money 



laundering, if they take place, can substitute 
for a FATF mutual evaluation and vice versa.

SAR 
Suspicious activity report: one of the 
cornerstones of the anti-money laundering 
regime, whereby financial institutions 
are required to submit reports detailing 
suspicious behaviour to their country’s 
Financial Intelligence Unit (FIU) – the 
body mandated to gather them and pass on 
relevant intelligence to law enforcement. 

Secrecy jurisdiction 
A jurisdiction that creates legislation that 
assists persons – real or legal – to avoid  
the regulatory obligations imposed on them  
in the place where they undertake the 
substance of their economic transactions  
(this is the definition put forward by the  
Tax Justice Network). The activities of those 
non-residents (different laws usually apply 
to residents) undertaking transactions in 
these jurisdictions are protected by secrecy 
provisions, often in law. These are not just 
banking secrecy, but also include allowing 
nominee directors and shareholders of 
companies, not requiring accounts to be 
published, or not cooperating with requests 
from other states, either by not holding 
information on trusts or by not having 
information exchange agreements. They 
usually offer low or negligible rates of tax.

Settlor 
A settlor is the individual who establishes 
a trust by transferring assets into it.

Shell company 
A company that does not perform any 
substantive business, but is used as a name  
for paper transactions in order to move  
money around.

Signature bonus 
An upfront payment made by an oil company 
to a government in return for rights to  
explore or exploit oil.

Trade finance 
Financing that enables companies to 
bridge the gap between the purchase and 
sale of a product; methods range from 
letters of credit through to complex loans 
syndicated by a large group of banks.

Ultimate beneficial owner 
The natural person who has a controlling 
interest over the funds in a bank account,  

or over a company or legal entity. It is not 
necessarily the same person as the legal owner. 

UNCAC 
United Nations Convention Against 
Corruption: the first global anti-corruption 
treaty, signed in 2003, came into force in 2005. 

Vulture fund 
A pejorative term for debt traders who buy 
distressed debt from poor countries and  
then litigate to gain creditor judgments  
forcing repayment. 

Wolfsberg Group 
A group of 11 global banks that have 
developed a voluntary set of standards 
on anti-money laundering, know your 
customer and counter terrorist financing.
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